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Housekeeping

This session is being recorded and will be 
available on www.BHTheChange.org after the 
webinar.

For audio access, participants can either dial into 
the conference line or listen through your 
computer speakers.

You can ask questions by typing them into the 
Q&A box.

Closed captioning can be accessed by turning on 
the closed captioning feature on the zoom 
dashboard.  



A Note on Language & Terminology
• Mental wellbeing: Thriving regardless of a mental health or substance use challenge.

• Commercial tobacco use/tobacco use: The use of commercial tobacco and nicotine products 
(including electronic nicotine devices, otherwise known as ENDs).*

• *All references to smoking and tobacco use is referring to commercial tobacco and not the sacred 
and traditional use of tobacco by some American Indian and Alaskan Native communities.



Agenda

✓ Housekeeping

✓ Introduction to NBHN

✓ Didactic Presentation

✓ Q & A

✓Wrap-up 



Free Access to…
Toolkits, training opportunities, virtual  
communities and other resources

Webinars & Presentations

State Strategy Sessions

Communities of Practice

Visit www.BHtheChange.org and
Join Today!

National Behavioral Health Network for 
Tobacco & Cancer Control

Jointly funded by CDC’s Office on Smoking &  Health & 
Division of Cancer Prevention &  Control

Provides resources and tools to help  organizations reduce 
tobacco use and  cancer among individuals experiencing 
mental health and substance use challenged

1 of 9 CDC National Networks dedicated to eliminating  
cancer and tobacco disparities in priority  populations

http://www.bhthechange.org/


Networks Driving Action: A National Network Approach to Promoting Tobacco and Cancer-
Related Health Equity in Special Populations

• A consortium of nine national networks sponsored by 
the CDC’s Office on Smoking and Health and Division of 
Cancer Prevention and Control.

• Our partnership provides leadership on and promotion 
of evidence-based approaches for preventing 
commercial tobacco use and cancer for priority 
populations on a national, state, tribal and territorial 
level. 

• https://www.cdc.gov/tobacco/php/tobacco-control-
programs/coop-agreement.html 

https://www.cdc.gov/tobacco/php/tobacco-control-programs/coop-agreement.html
https://www.cdc.gov/tobacco/php/tobacco-control-programs/coop-agreement.html
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Objectives

frameworks, scales, and a searchable 
database used to evaluate mHealth apps

the recommended tools and guidelines to 
evaluate popular tobacco cessation apps 
prior to recommendation or implementation

guidelines for streamlined mHealth 
implementation in health care settings

Understand

Recall

Apply
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What is mHealth?

2008
500 & 50 apps

2022
2mil & 3 mil apps

150,000 - 
300,000 mHealth



©BHWP

What is mHealth?

• Mobile Health

Education

Fitness

Nutrition

Psychological 
Interventions

Reminders

Symptom Tracking

Medical Records
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Why is Evaluation Important?

• Ever-changing availability on app stores

• Provider knowledge is often lacking

• Efficacy studies are rare

• Built by non-health/medical specialists

• Not FDA-regulated 
• Misinformation

• Ineffectiveness

• Privacy and security concerns
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mHealth for Tobacco Cessation

389
Apps in 2021

228
Relevant and functioning 

apps in 2021

157 
Functioning apps by 2022

149
Address user data collection

12
Shown effective / feasible

5
Evidence-based intervention
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mHealth Evaluation 
Frameworks & Scales
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What to Look for in an Evaluation 
Framework or Scale

• What metrics should the framework or scale assess?
• Usability/accessibility, privacy/security, quality, effectiveness 

• Does the framework or scale assess the type of technology of 
interest?

• mHealth specific

• Is the framework or scale evidence-informed and tested?
• Based on scientific literature with peer reviewed evidence base
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How were Frameworks & Scales 
Chosen?

• Accessible online

• Available in English

• mHealth-specific

• Evidence-based and -informed
• Peer reviewed

• Statistical validation (scales)

• Assess privacy and security
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American Psychiatric Association 
App Evaluation Model (APA)

Level 5. 

Therapeutic Goal

Clinically Actionable

Therapeutic Alliance

Data Ownership/ 

Access/Export

Short Term Usability

Specific to 

Users/Accessibility

Long Term Usability

Level 4. 

Engagement Style
First Impressions

Clinical Validity

Impressions After 

Using

User Feedback 

Supporting

Level 3. 

Clinical Foundation

Security Measures in 

Place

Personal Health 

Information

Data Storage

Data Collected

Deleting Personal Data

Personal Privacy

Level 2. 

Privacy & Security

Technical

Credibility

Costs/Advertising

Business Model

Stability

Medical Claims

Level 1. 

Accessibility
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mHealth for Older Users (MOLD-US)

Satisfaction Memorability Learnability

Efficiency Errors

Physical Abilities

Flexibility of joints,

Hand-eye coordination,

Speed of performance,

Retention, Hand 

movement,

Grip strength 

Perception

Visual acuity/accommodation, 

Color vision, Contrast glare, 

Auditory acuity, Touch 

sensation

Barriers Influencing Usability for Older Adults 

Motivation

Trust in own abilities, 

Efficiency in benefits, 

Computer literacy, Self-

confidence using wearables, 

Shift responsibilities not 

preferred, Integration 

functions, Daily activities

Cognition 

Dynamics/selective attention,

Working memory

Spatial cognition, 

Phonemic/semantic fluency, 

Reasoning, Numeracy and 

Representational fluency

Diminishment as 

complexity of: Rheumatoid 

arthritis, Parkinson’s 

disease, Diabetes

Diminishment as complexity 

of: Cataracts, Macular 

degeneration, Refractive error, 

Glaucoma, Myopic eye 

disease, Diabetes. 

Audition: Presbycusis, High 

blood pressure, Diabetes, 

Depression

Diminishment as complexity 

of: Diabetes, Stroke, Multiple 

sclerosis, Motor neuron 

disease, Parkinson’s disease, 

Huntington’s disease

Diminishment as complexity 

of: Concentration issues, 

Learning disabilities

Dimensions of App Usability
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Adapted Mobile App Rating Scale 
(A-MARS)

• Apps and e-tools

• 28-items assessed over eight domains

• Requires training to implement
• A digital navigator focused on evaluation is recommended

• Does NOT assess data privacy or security
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THESIS

Excellent Technical 
Content

Bandwidth to run

Interoperability

Software 
performance/

stability 

Application size

Health Content

Presentation of 
information

Quality of 
information

Interpretation of 
data

Appropriate 
measurement

Literacy level

Potential for harm

Security/Privacy

Anonymization

Data sharing

Optimal 
authentication

Protection against 
theft/viruses

Notification of 
breaches

Maintenance cycles

Issues of Usability

Availability in 
multiple languages

Quality of 
aesthetics

Quality of 
functionality

Installation and 
setup

Usability with low 
literacy

Customization

App 
recommendation

Overall star rating

Subjective RatingTransparency

Accuracy of 
description

Cost of app

Consent 
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App Behavior Change Scale (ABACUS)

• Assesses potential for behavior change

• 21 items across four domains

• Widely used and innovative

• Potential does may not translate to actual change 

• Does NOT measure other important aspects
• Usability, privacy/security, quality, etc.
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mHealth Implementation

Relevant Apps 

Gathered

Stakeholders 

Gathered

Training and Support Plan

Initial 

Evaluation

Criterion 

Customized

Hands-on 

Evaluation

Dissemination and Use

Updating

App Feature 

Database

Templates and 

Guides

Pre-Conditions Pre-Implementation Implementation Maintenance and Evolution

N
u

m
b

er
 o

f 
A

p
p

s 
C

o
n

si
d

er
ed

Digital Groups for Patients, 

Online Training for Clinicians

Templates and 

Meeting Guides

Evaluation 

Framework
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mHealth Index & Navigation Database 
(MIND)

MIND Framework

Usability Considerations Not 

Covered by MIND

Accessibility 

Feature(s)

Cost

App Origin

Availability 

Across Platforms

Recent Update

Number of 

Downloads

Offline 

Functionality

App Origin and 

Functionality

Graph or 

Summary of 

User Data

Notifications 

and Reminders

Compatibility 

with External 

Device

Inputs & 

Outputs

Privacy Policy

Data Storage

Data Collected

HIPAA* 

Compatibility

Security 

Measures

Privacy/ 

Security

Meets Claims

Patient Facing

Evidence of 

Efficacy

Evidence Base 

& Clinical 

Foundation

Collaborative 

with Provider

Gamification

Features & 

Engagement

Data Ownership/ 

Export

Interoperability/ 

Data Sharing

Visual Appeal

Ease of Use 

Age 

Appropriateness

Layout & Graphics

Ease of 

Use/Usability
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mHealth Evaluation Best Practices
1. Evaluate mHealth apps before recommending to people you serve

2. Framework(s) and/or scale(s) must consider data security, safety, 
and effectiveness

3. Framework(s) should consider population-specific needs when 
possible

4. Review mHealth continually as the landscape evolves

5. The MIND database may be a helpful place to start your 
implementation process

6. It is the provider/organization’s responsibility to determine what 
apps are appropriate for recommendation
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Sample Implementation: 
Smoking Cessation Apps for Older Adults

Relevant Apps 

Gathered

Stakeholders 

Gathered

Training and Support Plan

Initial 

Evaluation

Criterion 

Customized

Hands-on 

Evaluation

Dissemination and Use

Updating

App Feature 

Database

Templates and 

Guides

Pre-Conditions Pre-Implementation Implementation Maintenance and Evolution

N
u

m
b

er
 o

f 
A

p
p

s 
C

o
n

si
d

er
ed

Digital Groups for Patients, 

Online Training for Clinicians

Templates and 

Meeting Guides

Evaluation 

Framework

Stakeholders:
• Providers
• End Users
• Reviewers
• mHealth experts
• Tobacco cessation experts

Apps:
• Smoke Free
• Quit Smoking
• Smiling Instead of Smoking
• QuitNow
• Craving to Quit, etc…
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Relevant Apps 

Gathered

Stakeholders 

Gathered

Training and Support Plan

Initial 

Evaluation

Criterion 

Customized

Hands-on 

Evaluation

Dissemination and Use

Updating

App Feature 

Database

Templates and 

Guides

Pre-Conditions Pre-Implementation Implementation Maintenance and Evolution

N
u

m
b

er
 o

f 
A

p
p

s 
C

o
n

si
d

er
ed

Digital Groups for Patients, 

Online Training for Clinicians

Templates and 

Meeting Guides

Evaluation 

Framework

Criterion Customized:
• Evaluation Frameworks

• APA Model
• MOLD-US

Training & Support Plan:
• Create training protocol for 

providers
• Design flyers for patient education
• Create patient groups

Sample Implementation: 
Smoking Cessation Apps for Older Adults

Initial Evaluation:
• Listed in MIND? 
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Sample Implementation: MIND Review - QuitNow
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Sample Implementation: MIND Review - QuitNow
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Relevant Apps 

Gathered

Stakeholders 

Gathered

Training and Support Plan

Initial 

Evaluation

Criterion 

Customized

Hands-on 

Evaluation

Dissemination and Use

Updating

App Feature 

Database

Templates and 

Guides

Pre-Conditions Pre-Implementation Implementation Maintenance and Evolution

N
u

m
b

er
 o

f 
A

p
p

s 
C

o
n

si
d

er
ed

Digital Groups for Patients, 

Online Training for Clinicians

Templates and 

Meeting Guides

Evaluation 

Framework

Sample Implementation: 
Smoking Cessation Apps for Older Adults

Hands-on Evaluation:
• Evaluation templates and 

checklists
• Reviewing Apps
• Meeting to analyze results 
• Defining appropriate apps
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Relevant Apps 

Gathered

Stakeholders 

Gathered

Training and Support Plan

Initial 

Evaluation

Criterion 

Customized

Hands-on 

Evaluation

Dissemination and Use

Updating

App Feature 

Database

Templates and 

Guides

Pre-Conditions Pre-Implementation Implementation Maintenance and Evolution

N
u

m
b

er
 o

f 
A

p
p

s 
C

o
n

si
d

er
ed

Digital Groups for Patients, 

Online Training for Clinicians

Templates and 

Meeting Guides

Evaluation 

Framework

Sample Implementation: 
Smoking Cessation Apps for Older Adults

Dissemination and Use
• Guides to appropriate cessation apps for 

older adults
• For patients & providers

• Educate providers on appropriate apps
• Guides to know when an app may help a 

client/patient
• Assist clients/patients with downloading 

and beginning use

Updating:
• Repeat implementation stage to continually 

review current and new apps every 6 
months
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mHealth Evaluation Toolkit

https://www.bhwellness.org/wp-content/uploads/2023/11/CO-CARES-Mobile-Health-Evaluation-Toolkit.pdf


•Behavioral Health & 
Wellness Program

•303.724.3713

•bh.wellness@ucdenver.edu

•www.bhwellness.org

•  

BHWP_UCD
Behavioral Health and 
Wellness Program



Questions?



Thank You for Joining Us!

Visit Bhthechange.org and Become a FREE Member Today!

For any questions, please email Coyle Shropshire at 
CoyleS@thenationalcouncil.org

A recording of this presentation and a copy of the slide deck will be sent to 
all participants in an email, and posted to our website, within 48 hours after 

the event.

Post-session survey:

https://www.bhthechange.org/
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